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Antitrust Policy

▪ All WECC meetings are conducted in accordance with the WECC 

Antitrust Policy and the NERC Antitrust Compliance Guidelines 

▪ All participants must comply with the policy and guidelines

▪ This meeting is public—confidential or proprietary information 

should not be discussed in open session 
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Antitrust Policy

▪ This webinar is being recorded and will be posted publicly 

▪ By participating, you give your consent for your name, voice, 

image, and likeness to be included in that recording 

▪ WECC strives to ensure the information presented today is 

accurate and reflects the views of WECC

▪ However, all interpretations and positions are subject to change 

▪ If you have any questions, please contact WECC’s legal counsel 
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Agenda

Welcome and Review WECC Antitrust Policy 

▪ Travis English, Training and Outreach Specialist 

Align Update

▪ Ben Aldous, Senior Data Analyst, Oversight Analysis and Administration

▪ Mailee Cook, Enforcement Specialist, Enforcement & Mitigation

Internal Controls Integration into Risk Based Monitoring 

Activities – Update

▪ Andrew Gallo, Internal Compliance/Controls, Supervisor
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Ben Aldous
Sr. Analyst

Mailee Cook
Enforcement Specialist

Align Update



FAC-003 PDS

▪ Q3 2021 recap

▪ Applicability

▪ Future submittals

▪ Contacts and permissions

▪ Tips
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Attestations in Align

▪ Purpose

▪ Process

▪ Tips
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2021 Annual Self-Certification

▪ Contacts and permissions

▪ Schedule

▪ Question management
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Release 3

▪ Functionality

▪ Adoption plan

▪ Release 4
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Mitigation in Align

▪ Submitting mitigation with your self-report or self-log—

• Expand the mitigation tab.  

• Create a milestone for each activity and select the appropriate type.

• Don’t put multiple activities in one milestone! 
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Mitigation in Align

▪ At a minimum, WECC expects to see a remediating milestone and 
a preventative milestone

• Remediation means to come back into compliance with the standard and 
requirement

• Prevention means to address the root cause to stop the issue from recurring

▪ Once the milestones are created, they can be submitted with the 
finding, or they can be saved as a draft for later submission

▪ If you need any assistance with mitigation, please reach out to our 
Enforcement and Mitigation team

• Align Self-Report and Mitigation Guide
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https://www.wecc.org/_layouts/15/WopiFrame.aspx?sourcedoc=/Administrative/Align%20Self-Report%20and%20Mitigation%20Guide.pdf&action=default&DefaultItemOpen=1


Support Resources

▪ Self-Report and Mitigation Guide

▪ R2 Reference Guide and videos

▪ R1 and R2 training resources

▪ NERC training videos and user guides

▪ NERC technical support

▪ align@wecc.org

15

https://www.wecc.org/Administrative/Align Self-Report and Mitigation Guide.pdf
https://www.wecc.org/Administrative/Release 2 Reference Guide_KI.pdf
https://www.wecc.org/Pages/Align.aspx
https://training.nerc.net/
https://support.nerc.net/
mailto:align@wecc.org


Contact:

Ben Aldous, Sr. Analyst

baldous@wecc.org

Mailee Cook, Enforcement Specialist

mcook@wecc.org
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Andrew Gallo

Internal Compliance & Controls Supervisor

Internal Controls Data Collection 

Template (ICDCT)

Questions & Answers



Background

▪ Introduced the Internal Controls Data Collection Template 

(ICDCT) at the October 26th Reliability & Security Workshop

▪ Questions submitted in chat
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Questions

Q: How will WECC audit teams accomplish evaluating mandatory 

compliance to the NERC Standards when shifting focus to non-

mandated, voluntary internal controls? 

A: Auditors are not “shifting focus” to internal controls. Assessing 

controls is not new to audit engagements -- auditors have reviewed 

controls and their effectiveness for many years. However, the ERO 

Enterprise is changing the way Regional Entities document those 

assessments and WECC is changing the way it requests documentation 

associated with internal controls (using the ICDCT).
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Questions

Q: What is the weighting factor of the Internal Controls assessment on 

the COP as compared to reliability and compliance performance? 

A: Risk Engineers do not apply a formulaic approach to creating or 

revising a COP. They consider several factors during that process. 

Internal Controls is one of those factors and Risk Engineers rely heavily 

on them to understand entity-specific risk mitigation. Internal Controls 

assessments help Risk Engineers determine “Demonstrated Positive 

Performance” in the COP.
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Questions

Q: Would Internal Controls be assessed in subsequent audits (i.e., 
every three years) in the same manner and with the same depth if 
controls assessment is favorable and thereby, informs the COP to 
reduce the scope of subsequent audits?

A: WECC will assess internal controls in subsequent engagements. The 
controls assessment will review the controls program and controls 
specific to risk areas. Based on maturity of an entity's internal controls 
program and associated mitigation of risks, WECC will reprioritize the 
risks and associated oversight strategy, which includes monitoring 
interval, tools and scope.
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Questions

Q: Will the completion of the ICDCT be mandatory?

A: No. A Registered Entity may choose to provide its internal controls in 

another format during the audit engagement but, going forward, WECC 

will discuss Internal Controls during monitoring engagements. The 

Government Auditing Standards (§1.22) provide: “audit objectives vary 

widely and include assessments of… internal control.” Effective internal 

controls reduce the likelihood of future noncompliance.
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Questions

Q: Does the controls testing just feed the COP; is WECC going to test 

the controls during the audit; is WECC going to test compliance with 

the requirements in scope as defined by the COP as well? 

A: WECC will use the Internal Controls assessment when creating or 

revising an entity’s COP.

WECC will test controls during the audit. That testing will include (but 

is not limited to) inquiry, observation/walkthrough, and 

examination/inspection of evidence.

WECC will assess compliance with the Standards/requirements in scope 

for the audit. 
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Questions

Q: How will WECC evaluate Key Controls; will the assessment 

approach follow any specific framework? 

A: WECC will look at control design, implementation and effectiveness. 

To do so, WECC will, among other things, use: inquiry; observation/ 

walkthrough; and examination/inspection of evidence. 
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Questions

Q: Is the WECC approach for Internal Controls being coordinated 

with other Regional Entities to provide a uniform approach? 

A: Yes. NERC created an Internal Controls Task Force consisting of 

internal controls SMEs from each Region (and NERC). That group has 

worked to create an ERO-wide approach to assessing internal controls. 
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Questions

Q: Will a strong internal controls program affect the upcoming audit 

scope?

A: No, the upcoming audit scope will not change. However, if WECC 

identifies the entity has a strong internal controls program, the Risk 

Engineers will use that information when updating the entity’s COP. If 

the controls program provides reasonable assurance of future 

compliance, the Risk Engineer will use that fact when revising the 

prioritized risks and associated oversight strategy. 
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Questions

Q: Is Internal Controls for High and Medium level entities only?

A: No. All registered entities should have a controls program. However, 

WECC will consider an entity’s inherent risk to BPS reliability and 

security when assessing the depth of that entity’s controls program. 
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Questions

Q: How will WECC handle undocumented internal controls; will an 

entity be penalized for not documenting internal controls?

A: Registered Entities will not receive PNCs for poor or non-existent 

controls. 
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Questions

Q: With this new spreadsheet, must we still document our internal 

controls in our RSAWs for the audit?

A: If a Registered Entity completes the ICDCT, it need not include its 

internal controls in the RSAW. 

29



Questions

Q: Does WECC view each of the NERC Standards as some form of 

control; if so, should entities expect to address each of the applicable 

standard requirements in the ICDCT (at a minimum)?

A: WECC views each NERC Standard as a way to mitigate a risk to BPS 

reliability and security. WECC will identify in the ICDCT the risks and 

control objectives covered by the upcoming CMEP engagement and 

Registered Entities are expected to provide internal controls 

implemented to address the risks identified in the ICDCT.
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Questions

Q: Are there examples of fully completed templates available for 

NERC standards; perhaps "good examples" as well as "bad examples" 

to learn from?

A: WECC does not have any “sample” ICDCTs at this time. 
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Questions

Q: In the ICDCT for "Controls Evidence and Design," the example 

describes controls but provides no evidence or design; should an 

entity ignore the words "evidence" and "design" for this column?

A: The ICDCT is intended to allow entities to provide information on 

their controls - essentially, how they mitigate the risks and accomplish 

the Control Objective(s) in the ICDCT. During the CMEP engagement, 

the entity will provide evidence of implementing its controls and 

monitoring their effectiveness. 
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Questions

Q: Will entities receive the ICDCT with their official audit notice?

A: Based on feedback WECC received from Registered Entities, WECC 

will provide the ICDCT contemporaneous with the 6-month 

preliminary audit scope discussion call and entities will return it 60-

days later. 
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Questions

Q: Is the Internal Controls evaluation going to be mandatory for all 

audits after January 1, 2022 (including those in Canada) or is it only 

for U.S. entities as of January 1, 2022?

A: The risk-based approach to monitoring is not currently implemented 

for BC entities; thus, the internal controls assessment program is 

currently limited to U.S. entities.  
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Questions

Q: So WECC is performing a risk analysis of the Entity and the Entity 

is performing a Risk Assessment for its Internal Control Program?

A: WECC performs IRAs and develops COPs for all entities. The WECC 

risk assessment for each registered entity is based on regional risks, 

ERO risks and entity-specific performance in specific areas. On the other 

hand, a good Internal Controls Program requires the Registered Entity to 

assess its own risk to the BPS and create internal controls to mitigate 

those risks. 
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Questions

Q: From a practical standpoint, ensuring visibility of findings "up the 
org chart" suggests management engage less with controls design 
than with the findings. This may perpetuate the reactionary approach 
of many merchant energy providers primarily concerned with cost 
containment versus control design. Suggestions to combat?

A: The statement during the R&S Workshop about visibility “up the org 
chart” was intended to remind entities of the importance of ensuring 
they report controls deficiencies to management. WECC would expect 
to see evidence management supports control design and has defined 
roles and responsibilities of appropriate personnel to design controls. 
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Questions

Q: In relation to the Failure Points questions developed for many 

Standards and Requirements, has WECC developed a reference list of 

Internal Controls it has observed as "good, indifferent or poor?"

A: WECC has not done so yet because its does not have enough data to 

do so. 
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Questions

Q: What is the evaluation process of internal controls maturity?

A: WECC will look at an entity's internal controls program governance 

document(s) and look at internal controls design, implementation and 

effectiveness. Based on the outcome of that analysis, WECC will place 

the entity along the maturity model. 
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Questions

Q: Is there an expectation a submitted ICDCT will be reviewed by the 

WECC Audit Team during an entity's formal Audit?

A: Yes. WECC personnel will collaborate on internal controls submitted 

by the entity for mitigation of risk; however, the review of internal 

controls will take place during monitoring engagements. 
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Contact:
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Andrew Gallo

Internal Compliance & Controls Supervisor

agallo@wecc.org




